& STOP, THINK, STAY SAFE ONLINE!

Being safe on the internet

®ii At school ¢ ff At home « # Gaming * ® Talking to others

Today we are learning how to be SMART and SAFE online.
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What is the Internet?

W Learn

&% Create

M Play games

Jd Listen to music
Bl \\/atch videos
® Talk to people

P Find information

Just like in the real world, we need to know how to keep ourselves safe.
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Our Golden Rule

® STOP — Is this safe?
THINK — Could this cause a problem?
Flil CHECK — Ask a trusted adult if you are unsure.

You don't have to deal with something worrying on your own.
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Keep Personal Information PRIVATE &

Never share your full name, address or phone number.
Don't share your school, passwords or where you are.

Only share photos when a trusted adult says it is okay.

Once something is shared online, it can be very difficult to take it back.
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Password Power! ?

Your password is PRIVATE.

X Don't tell your friends.

X Don't share it in games or messages.
X Don't leave it where others can see it.

< Tell a trusted adult if you think someone knows it.
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Who are you talking to? €6

Not everyone online is who they say they are.
Someone might pretend to be your age or pretend to know you.

You cannot always know who is really behind the screen.

If someone online makes you uncomfortable, STOP and TELL an adult.

St Swithun Wells Catholic Primary School



The Trusted Adult Rule Fleli

Tell an adult if someone:
e asks you to keep a secret

e asks for a photo or personal information

e asks to meet you
e sends something upsetting

e makes you feel uncomfortable or threatened

You will NEVER be in trouble for telling someone about something that has worried you.
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What if something pops up? i\

You are playing a game and something appears that you don't understand.

® DON'T CLICKIT
STOP AND TELL AN ADULT

St Swithun Wells Catholic Primary School



Gaming Safely /M

8 Keep personal information private

oo Be careful who you talk to
@ Never meet someone you only know online
& Don't send photos to people you don't know

® Block or leave if someone makes you uncomfortable

Tell an adult if something worries you
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Be Kind Online @0

Would you say it face-to-face?
If the answer is NO...

X Don't type it.

X Don't post it.

X Don't send it.

There is a real person on the other side of the screen.
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Online Bullying ®

You don't have to respond.

® sTop

E BLOCK

& SAVE evidence if appropriate
TELL a trusted adult

Being online does not make unkind behaviour okay.
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Photos & Videos &

Before you post or send something, ask:
Would | be happy if my teacher saw this?
Would | be happy if my family saw this?

Could this embarrass or upset me or someone else?

If you're not sure — DON'T SHARE IT.
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Al & Chatbots

Al can be useful for learning, ideas and creating.

But remember:

e Al isn't a person.

e Al doesn't always get things right.

e Never share private information with an Al tool.

e Follow the rules your trusted adults give you.

St Swithun Wells Catholic Primary School



Using Technology Safely at School #li

/ Use devices when an adult says it is okay.

Z Use the websites and apps your teacher gives you.
 Look after school equipment.

7 Keep passwords private.

 Tell an adult if something unexpected appears.

</ Be kind and respectful.

School devices are for learning and must be used safely.
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Using Technology Safely at Home f¢

&& & Follow your family's rules.

Follow agreed screen-time limits.

8 Keep passwords private.

M Check games are suitable for your age.
Talk to an adult about anything worrying.

@ Don't secretly download apps or games.

Your grown-ups are there to help you stay safe.
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What if you make a mistake? @0

Maybe you clicked something by accident.
Maybe you spoke to someone you shouldn't have.
Maybe you saw something upsetting.

Maybe you shared something you wish you hadn't.

® DON'T PANIC!
TELL A TRUSTED ADULT.
Thev can helo vou work out what to do next.
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What would you do?

Someone you don't know sends you a message:

“What's your name? What school do you go to?”
A Tell them

B Ask where they live
C Ignore/block them and tell a trusted adult

D Give them your friend's details

« C — Ignore/block them and tell a trusted adult.
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What would you do?

You are watching a video at home and something appears that makes you feel worried,
frightened or uncomfortable.

@ STOP WATCHING

TELL A TRUSTED ADULT
You don't need to keen watchingo .
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Our E-Safety Promise ¥

8 Keep personal information private
® STOP when something doesn't feel right
THINK before we click, post or share

WO Be kind and respectful
TELL a trusted adult if something worries us

YOU ARE NEVER ALONE WITH AN ONLINE WORRY.
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Who can help us? Zeli

At school, you can talk to:
Mrs Jordan

Mrs Sullivan

Mrs Lown

Mrs Laws

Or any adult in school that you trust.

At home: talk to your parent, carer or another trusted adult.
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Our 5 Golden Rules

KEEP IT PRIVATE @ — Don't share personal information.
THINK BEFORE YOU CLICK @ — If you're unsure, stop.

1
2
3 JBE KIND €00 — Treat people online as you would face-to-face.
4

BLOCK & REPORT @ — You don't have to talk to someone who makes you
uncomfortable.

5 JTELL AN ADULT B — Always tell someone if something worries you.
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STOP. THINK. TELL. 3

® STOP — If something doesn't feel right.
THINK — Is this safe?
TELL — A trusted adult.

Stay safe. Stay kind. Stay smart online. E =640
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